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Abstract
Recently introduced, the secret handshake primitive is a new cryptographic protocol that
permits two parties to authenticate each other and derive a shared common session key if
and only if they belong to the same organization. In this case, both parties learn the affiliation of the other one, otherwise, this information is kept secret.
Authors involved in this field have introduced protocols that include a variety of features from
unlinkability between sessions to multi-party secret handshakes. All protocols are proven secure under some cryptographic assumptions, like the Decisional Diffie-Hellman or the RSA
assumptions. No protocol has been proven secure in the Universal Composability (UC)
framework nor in its extention, the Generalized Universal Composability (UC) framework.
In this thesis, we extend the concept of secret handshakes by presenting a new secret handshake with credentials scheme, which allows parties to make a match and derive a shared
common session key if and only if they own specific credentials. Camenisch-Lysyanskaya signatures are used to implement credentials and we take advantage of zero-knowledge proofs
techniques to make sure that no information about credentials is disclosed.
Our protocol is proven secure in the Generalized Universal Composability (GUC) framework,
hence introducing a secret handshake with credentials ideal functionality. It implies that our
scheme remains secure under universal composition with other protocols, even if they are
run in an adversarial manner.
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Introduction

An important part of today’s transactions are performed through the Internet. As the need
for information privacy is growing, confidence in provided data can be significantly raised if a
certain trust level can be achieved regarding attributes provided by parties. For instance, during
such a transaction, one of them proves having the required amount of money and the second one,
the possession of the sought object. A set of these attributes, which include private information,
signed by an issuer and bound to some party is what we call a credential. A secret handshake
with credentials protocol is an evolution of the secret handshake cryptographic primitive. It
allows two parties to make a match and derive a shared common session key if and only if they
own specific credentials. Otherwise, if they don’t, parties cannot make any conclusion about
the veracity of those credentials. As another example, one can also prove being over eighteen
by showing one’s identity card or having the right to drive a car by showing the appropriate
driver’s license. However, from a privacy point of view, one does not want to show one’s ID
card or driver’s license because it would reveal name and one’s birthdate. In order to hide these
details, we use zero-knowledge proofs, which allow proving that one owns a credential without
revealing anything about it.
Original definition of secret handshakes. Introduced in 2003 [BDS+ 03], the secret handshake primitive does not have a notion of credential. Instead, the two parties derive a common
session key if and only if both of them are part of the same group (i.e., the same organization of
people), otherwise none of them learns the group affiliation of the other one. In this case, the
credential is limited to group membership, while our scheme permits the use of generic credentials, as explained above.
A secret handshake scheme is usually composed of four different algorithms:
Setup is a trusted algorithm that, given a security parameter, outputs public parameters common to all subsequently generated groups.
CreateGroup must be run by a group administrator and permits to create a new group, given
the public parameters. It outputs the group secret key and the group public parameters.
AddMember must also be run by a group administrator and permits to add a new user to a
group, given the group public parameters, its secret key and the public parameters. It
outputs the membership credentials of the new user.
Handshake is a protocol run between two parties A and B, given the public parameters and
private group memberships of A and B. It ensures that a match is achieved if A and B are
part of the same group. In this case, they learn each other’s group affiliation. Otherwise,
neither A or B learns anything about the group affiliation of the other party. Moreover,
a third party observing the exchange should not be able to conclude anything about the
membership of A and B, nor about the specific group identities.
Secret handshake protocols have well evolved; while the original protocol of [BDS+ 03] is a twoparty protocol allowing usage of roles within a group, state of the art protocols allow a diversity
of additional features, which include:
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• unlinkability between sessions
• multi-party secret handshakes
• multi-group secret handshakes (the match is achieved if parties are part of (exactly) the
same groups)
• reusable credentials (the group membership “ticket” can be reused without losing unlinkability)
• revocation
• dynamic matching (each party can specify both the group and the role the other must
have in order to complete the handshake)
• fuzzy matching (allows a match if at least a number of attributes are the same)
The latter property is similar to credential-based matching, but nevertheless different; as long as
parties have a number of attributes in common (less than all provided attributes), it is enough
to achieve a match. All previous secret handshake schemes base their security on standard
cryptographic assumptions like Computational or Bilinear Diffie-Hellman and RSA, and some
of them are proven secure in the random oracle model (ROM) [BR93]. Moreover, they only
provide group matching (with the exception of [ABK07] which provides attribute-matching
using the fuzzy matching technique).
Secret handshake protocols must satisfy two main security properties, as defined in [BDS+ 03].
The first one, called impersonator resistance is violated if an honest party V , who is a member
of group G, authenticates an adversary A as a group member, even though A is not a member
of G. The second one, referred to as detector resistance, is violated if an adversary A can decide
whether some honest party V is a member of some group G, even though A is not a member if
G. Those two properties are usually formulated as security games. For completeness, we include
them in Appendix A.
In order to achieve authentication, secret handshake schemes are designed using two different
paradigms. Either a key agreement protocol is run where keys are equal if and only if parties
are in the same group. In this case the protocol outputs a key. Or parties exchange encrypted
values that can be recovered if and only if both parties are in the same group. In addition,
parties have to provide a proof that the values have been decrypted. The protocol then outputs
accept or reject. Our protocol uses the first paradigm, and outputs a shared common session
key if each party can convince the other that it owns a specific credential.
Several orthogonal problems come to mind when considering the definition of secret handshakes
(with credentials). Firstly, parties having performed a successful secret handshake will continue
to communicate afterwards, while parties who failed to authenticate each other will not. Previous
works do not address this issue, but recommend using anonymous channels or steganographic
techniques [XY04, TX06]. Another problem is that, by definition, secret handshake schemes are
unfair, in the sense that there is always one party learning the group affiliation of the other one
first and could decide to abort the protocol at this point. As previous works does, we consider
these issues as orthogonal to our work.
Our secret handshake with credentials protocol. Our new secret handshake protocol is
different from former secret handshake schemes, in the sense that groups as such do not really
exist, but are implicitly defined by people owning a specific credential. For instance the “group”
of car owners consists of the people possessing a car ownership credential. Consequently, our
goal is not to authenticate two users of the same group, but to authenticate two parties owning
specific credentials. As our protocol uses credentials instead of group memberships, parties
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have to agree on these credentials before the start of the protocol execution. To achieve this,
parties have to perform a policy negotiation step. This consists in exchanging the nonsecret
part of their credential over an encrypted channel. In the remainder of the document, we call
this part of the credential, the statement. Former secret handshake protocols can avoid the
policy negotiation step, because they always use their group membership as a credential. Let us
consider using our protocol with group memberships as credentials. If there is only one group
in the system, the adversary can trivially guess the group identity, which contradicts the goal
of the Handshake algorithm, as cited above. However, if there is more than one group in the
system, parties would leak information to each other during the policy negotiation step, while
agreeing on which group they choose to perform the handshake. Hence, we limit our protocol
to policies that are unrelated to each other.
We implement Credentials themselves using Camenisch-Lysyanskaya signatures [CL02]. This
allows proving relations between credentials, like combining several of them using AND and OR
zero-knowledge proofs, proving equality of attributes, or that attributes lie in a given interval.
With this technique, one can prove that a party owns a credential without disclosing any secret
information about it. For instance, one can prove that a party has the right to drive a car
without actually showing its driver’s license to anybody and that this party is over eighteen
without showing its ID card.
Furthermore, we highlight that credential issuance is not modeled as a part of the system;
credentials are issued by accredited authorities and given to parties prior to running the protocol.
As a result of the difference between our scheme and former secret handshake protocols, we
stress that the two main security properties of former secret handshake schemes, as defined in
the previous paragraph, are not relevant anymore. In effect, they strongly imply a notion of
group, which we don’t have. Nevertheless, we informally show a way of satisfying a modified
version of them, similar to what is done in [ABK07].
Practical Applications. Secret handshake protocols have similarities with password-authenticated key agreement schemes [BM92], where two parties derive a common session key if and
only if they provide the same password during the protocol execution. However, this approach
implies that these parties already know of each other, since they had to agree on the password
used during an earlier phase.
Our secret handshake with credential protocol open doors to solve a new privacy and security
issue that has not been addressed before. In the PAKE setting, the issuer of the “passwords”
or credentials becomes a verifier at a later stage, for when a party wants to authenticate itself
and open a secure communication channel. Our protocol makes it easier to separate those roles,
as the issuance of credentials was performed as an earlier stage by an accredited issuer. Our
protocol lets parties play the role of mutual verifiers for their credentials.
Practical examples include authentication on internet sites where privacy is important. For
instance, most internet forums require the user to be above thirteen in order to post messages,
however, it is sufficient to click the yes button, even if one does not fulfill the age limit. In
order to really prove this, one could send a copy of one’s ID card (credential issued by the state
where the person lives) to the owner of the forum. But this is too slow and is not an option
for privacy concerns: one does not want to reveal other private details written on the card.
Moreover, nothing proves that the ID card is original. Instead, the user can perform a secret
handshake with a credential stating that she is over thirteen. The server’s credential would be its
accreditation to receive such age information and a certificate that it really runs the forum. This
part of the proof is important to make sure that private information is only sent to authorized
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parties, otherwise users could be victims of phishing or other impersonation techniques.
We can also imagine a TV channel with limited budget, which streams its videos through a
video streaming service on the Internet. On the one hand, the user has to prove that she has
paid her subscription fees in order to watch the videos, and that she is above a predefined age
limit. On the other hand, the server running those websites has to prove that it is accredited to
get age information and substract subscription points from the user’s card. This method allows
video streaming providers to not share private information about users, such as forcing them to
share accounts with the TV channel organization or, inversely, telling the issuer of the credential
who they are. Moreover, with this technique, users do not have to log in using a password, but
can use credentials instead.
However, in these two examples, the server does not have anything private to hide to unregistered
users, which leads us to the following example: the realization of a private online dating website.
Let us imagine two users, Alice and Bob, who want to meet using the dating application. The
website provides users with a list of details to enter in their profile. In this example, we use the
height, the eye colour, the sex and the birthdate. The four of them are certified attributes and
appear on Alice’s and Bob’s identity card, which they can use as a credential. During the policy
agreement phase, Alice specifies that she is looking for a boy with blue or green eyes, taller than
1m78 and between 25 and 30 years old, while Bob is looking for a girl with brown eyes and
younger than 30. Next, they perform a secret handshake with credentials and if the criteria Bob
or Alice provide do not exactly match the other’s policy, none of them learn anything about the
other’s attributes. However, if the policies match the credentials, both of them will learn that
the provided details matched their requirement, and they will derive a shared common session
key that will allow them to start a private communication. We can imagine that some details are
publicly available in their user profiles, in order to first select someone to perform a handwith
with. Moreover, if the users’ credentials are not stored on the server, but on their own machine,
the server running the dating website will not be able to guess if users have achieved a match
or not.
Such applications are not possible using former secret handshake schemes because they only
allow parties to provide credentials that have a strong relation between each other (the same
group), while, here, we use the fact that they are unrelated to each other.
Our contribution. Our new secret handshake with credentials protocol allows to authenticate parties based on credentials, instead of group membership. This is implemented using
Camenisch-Lysyanskaya signatures and zero-knowledge proofs.
Moreover, it is the first secret handshake protocol to be proven secure in the Generalized Universal Composability (GUC) framework [CDPW07], which is an extension of the Universal
Composability (UC) framework of [Can01]. Both provide a new way of proving security for
protocols, using ideal functionalities. Hence, our ideal functionality for secret handshake with
credentials “emulates” our protocol, so that, only attacks that can be performed on the ideal
functionality can be applied to our protocol. Of course, the ideal functionality is designed in
such a way that it is not vulnerable to any attacks. Using the GUC framework, security is maintained under composition with other secure protocols in the same model, even when running
concurrently with any number of arbitrary protocols controlled by the adversary. This allows a
modular design of more complex schemes, by splitting them into simpler sub-protocols.
Outline of this thesis. This work is organized as follows. In Section 2, a brief overview of the
related work is given. In Sections 3 and 4, necessary definitions and preliminary background
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are reviewed. In Section 5, the service interface of the secret handshake with credentials ideal
functionality is presented and in Section 6, the corresponding ideal functionality is introduced.
In Section 7, the needed setup assumptions are exposed. In Section 8, the zero-knowledge ideal
functionality is reviewed. In Section 9, we present our new protocol and prove its security in
Section 10. In Section 11, we show how our protocol can use Camenisch-Lysyanskaya signatures
as credentials. Finally, we conclude with future work suggestions in Section 12.

2

Related Work

Since 2003, about fifteen papers have been written on secret handshakes. The most important
ones will be cited here. The original paper by Balfanz et al. [BDS+ 03] introduces the primitive
itself as a two-party protocol together with a notion of roles, and implements it using pairingbased cryptography. The proposed solution is simple but requires the use of one-time credentials
to achieve unlinkability.
Castelluccia, Jarecki and Tsudik presented a protocol [CJT04] that, while being slightly more
efficient, still doesn’t allow reusable credentials . It is based on CA-oblivious encryption and is
secure in the Random Oracle Model (ROM).
Xu and Yung provided a solution [XY04] which doesn’t need ROM and supports reusable credentials at the cost of anonymity; in the worst case, a participant can be identified as one out
of k people by an adversary.
[TX06, JKT06, JKT07] are all multi-party versions of the secret handshake primitive with different properties.
Ateniese and Blanton [ABK07] introduced the notions of dynamic and fuzzy matching by presenting new protocols which do not rely on ROM, permit reusable credentials and unlinkability.
Dynamic matching was already used in [CJT04] and means that a participant can specify the
group (and role) that the other user must have in order to complete the handshake. Fuzzy
matching approaches our notion of secret handshakes with credentials; the handshake is successful if, for each user, a parameterizable number of credentials d out of the total number of
credentials is matching at least d credentials of the other player, and vice versa. While allowing
usage of policies that relate to each other, this technique does not provide certitude regarding
which credentials are really possessed by the parties.
Jarecki and Liu [JL07] presented the first unlinkable scheme that provides practical revocation
features, while strengthening definitions of secret handshakes schemes.
The protocol of [JKT08] guarantees security under arbitrary protocol composition and is secure
under the RSA assumption, using the random oracle model.
[YT07, KTK+ 08] presented secret handshale schemes that allow two users to authenticate each
other if and only if they are part of (exactly) the same groups. These schemes are referred to
as secret handshakes with multiple groups.
Throughout this work, we do not concentrate on providing features that have been implemented
by previous schemes, but focus on designing a new protocol that makes use of credentials instead
of group membership, and that is universally composable, something that has not yet been done
by authors previously involved in this field.
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Definitions

In this section, the definitions and notations needed throughout this work are introduced.

3.1

Cryptographic Assumptions

In cryptography, problems believed to be hard to solve are often used to computationally prove
the security of schemes or protocols. With hard, we mean that no probabilistic polynomial
time (PPT) algorithm can solve the problem with non-negligible probability. Using reduction
techniques, the proof outlines that if the adversary can break the security of the analyzed
protocol, then it can also break the considered problem. However, as the latter is believed to be
hard, a computationally limited adversary should not be able to solve it. This shows that the
protocol has the required level of security. These problems are also referred as assumptions.
3.1.1

The Decisional Diffie-Hellman Problem

The Decisional Diffie-Hellman problem is defined as follows. Given T = g t , D = g d , R = g r ∈ G,
output 1 if td = r mod q, 0 otherwise. An adversary can solve the DDH problem if it can output
the correct answer with non-negligible probability.
3.1.2

The Decisional Diffie-Hellman Assumption

Let G be a cyclic group in which the Decisional Diffie-Hellman problem (as defined above)
is hard. Let q be the order of G, where q is a large prime. Let g be a generator of G and
let t, d, r be three random elements of Zq . The Decisional Diffie-Hellman assumption states
that the distribution (g, g t , g d , g td ) is computationally indistinguishable from the distribution
(g, g t , g d , g r ).
The DDH assumption and the DDH problem are equivalent, and there exist other equivalent
formulations [CS98].
3.1.3

The Strong RSA Assumption

The strong RSA assumption states that it is computationally infeasible, on input of a random
RSA modulus n and a random element u ∈ Z∗n , to compute values e > 1 and v such that v e ≡ u
(mod n).

3.2

Message Authentication Codes

A MAC or Message Authentication Code is a value computed by the sender from a key and a
message in order to authenticate the latter. Using the same key and the message, the receiver
can recompute the MAC value and check it against the one he received from the sender. If the
message has not been altered, the MAC values are identical. Otherwise they differ.
More formally, a MAC scheme is composed of a function MACK (m) to compute a MAC value
from the key K and the message m. It maps an input of finite length to an output of fixed
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length. The key used has to be unknown to the adversary. In order to be secure against
existential unforgeability under chosen-message attacks (EUF-CMA) [GMR88], a MAC scheme
should respect the following property. Let O be a MAC generation oracle which outputs MAC
values MACK (mi ) on input messages mi . Given access to O, it is computationally infeasible to
compute any valid new pair (m, MACK (m)), where m 6= mi .

3.3

Key Derivation Functions

A Key Derivation Function is a function that takes as input a secret value (in our case it will be
a group element) and outputs a key of fixed length. It uses a deterministic algorithm. Its aim
is to hide the secret value from an adversary that may find a key derived in this way. We will
refer to this type of function as KDF(·).

4
4.1

Preliminaries
Universal Composability Framework

Introduced by Canetti in 2001, the Universal Composability (UC) framework [Can01] provides
a new way of proving security for protocols. Security is maintained under composition with
other secure protocols in the same model, even when running concurrently with any number of
arbitrary protocols controlled by the adversary. This allows a modular design of more complex
schemes, by splitting them into simpler sub-protocols. The idea is to prove that a protocol is at
least as secure as an ideal process for the same goal.
A variety of cryptographic primitives have already been studied in the UC framework. These
include digital signatures, public-key encryption, commitment, zero-knowledge, key exchange
and password authenticated key-exchange. However secret handshake protocols have not yet
been studied in the UC framework.
In the remainder of the section, the knowledge about the Universal Composability framework
that is necessary to understand this document is explained. First we present the intuition of
the model, how to model parties and how they communicate. Next we describe the execution
of a real-world protocol in the presence of a real-world adversary and formalize the concepts of
ideal process and ideal functionalities. We define what it means for a protocol to securely realize
an ideal functionality for the same goal. We present the hybrid model and the composition
theorem. Finally, we introduce the Generalized Universal Composability framework (GUC).
Intuition of the model. In order to determine whether a protocol is secure for a specific
cryptographic goal, we make use of an ideal process that models the same the task in secure
way. In the ideal process, parties give their inputs to a trusted third party (referred to as an
ideal functionality) which computes the outputs locally and hands them back to the parties. The
ideal process can be viewed as a formal specification of the studied protocol: which properties
it should have, which imperfections, etc. A protocol is said to securely realize a specific task if
an execution the of the former “emulates” the ideal process for the task, that is any successful
attack performed by the adversary on the while interacting with the protocol is also possible in
the ideal process. However as the latter is secure, this is not possible. This demonstrates the
security of the protocol.
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Modeling parties. Each entity is modeled as an Interactive Turing Machine (ITM) [GMR89],
and represents the code of a specific party, which can be honest or adversarial. Each ITM can be
instantiated several times: we call one of these instances an ITM Instance (ITI). One can view
an ITM as a piece of code that can be run multiple times to form multiple instances of the same
code. These ITMs are interconnected through a network, represented by their shared tapes on
which ITMs can read or write. An execution of the system corresponds to a series of activations
where one single ITI is active at any given time. This ITI may write to the input tape of only
one other ITI, after which it enters a special waiting state. The ITI to which it wrote becomes
active. The execution always starts with a special ITI that is active called the environment. It
is referred to as Z throughout this thesis. It can be viewed as the entity starting the process
we are studying. It starts its execution on an external input and is activated if an ITI does not
write to any tape. The output of the overall execution or system is the final output of Z.
In order to identify a set of ITIs running together to form a protocol instance (i.e., a protocol
session), these ITIs will receive the same Session Identifier (SID). Each ITI also has its proper
Party Identifier (PID) to describe its role within the execution. The identity of an ITI, that is,
the tuple (PID, SID) is unique in the system.
Protocol execution in the real-life model or real world. Special ITIs are the environment
Z and the real-world adversary A. The execution of the real-world protocol, which is referred to
as Π throughout this section, is unauthenticated and asynchronous. In order to match real life
best, the network is modeled as unreliable, and the adversary can observe and delay messages.
Once the latter has been activated, it can deliver a message to some party or to Z, or corrupt a
party, so that it can access that party’s internal state and control its actions. Z is notified when
corruptions occur. The adversary A has no access to inputs or outputs of noncorrupt parties,
only to their communication over the network.
At the beginning of the protocol execution, Z is activated and then invokes the adversary A.
The next activations follow the rules explained above. Within the execution, each entity has the
same SID and parties get their protocol inputs from Z.
Ideal process and ideal functionalities. Special ITIs are the environment Z, an ideal functionality F and the ideal-world adversary S. The latter is often viewed as a simulator because
in the proof of security S will have to simulate the real-world adversary A. In the ideal world,
parties are called dummy parties because all they do is forward messages they receive from Z
to the ideal functionality F and inversely. Hence, in order to corrupt a party, S sends a corrupt
query to F. The answer to that query is the information S gets after having corrupted the
party. After having corrupted a party, S controls the party’s actions. Z and of course also F
are notified when corruptions occur. The former, which can be seen as a trusted third party,
has the same functionality as protocol Π and is said to be ideal because it is designed in such
a way that nothing can go wrong. Hence it replaces the protocol by a perfect execution called
an ideal process. Dummy parties and S may provide inputs to F, which then generates outputs
according to them, just like a predefined function would. S has the possibility to delay and
observe these outputs. An observed and delayed output is referred to as public delayed, or if it
is only delayed, it is referred to as private delayed in the definition of our ideal functionalities.
F also keeps an internal state. The execution of the ideal process follows the same rules as in
the real-world model. Within this execution, F differentiates parties with their PIDs. As usual,
all participating ITIs share the same SID.
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Securely realizing an ideal functionality. A protocol Π securely realizes an ideal functionality F if Π successfully emulates the ideal process for F. In other words, if the environment
Z is unable to distinguish between the output of an execution of Π and A in the real world or
between the one from an execution of F and S in the ideal world, then Π is at least as secure
as F. Moreover, any information that A can obtain during a run of Π in the real world can also
be obtained by S in the ideal world, with access only to F.
When a protocol Π securely realizes an ideal functionality F in the UC framework, we say that
protocol Π UC-realizes the ideal functionality F. The common theorem outline states that a
protocol Π securely realizes an ideal functionality F if for any real-word adversary A there exists
an ideal-world adversary S such that no environment Z, on any input, can distinguish whether
it is interacting with A and parties running Π in the real world or with S and F in the ideal
world. This means that in order to prove this, we have to build the simulator S and show that
the simulation is successful.
During the simulation, simulator S plays the role of a corrupt party B ∗ and runs the ideal
protocol together with an honest party A. To be able to hand in a proper input to F, S has
to simulate a run of the real-world protocol Π. In order to do so, S has access to a copy of the
ideal-world adversary A. All messages from Z addressed to S are directly forwarded to A and
all outputs of A are given back to Z. Throughout the real-world protocol simulation, S plays
the role of A and A the role of B ∗ . The goal of the simulator is to extract B ∗ ’s input, which
was given to him directly by Z. As input to protocol P i, S uses information leaked by the ideal
A during the run of the ideal process. The situation is represented in Figure 1.

Z

S

B*

A

A

F
Figure 1: The simulator S
The hybrid model. The hybrid model is similar to the real-word model, except that protocol
Π has access to an unbounded number of instances of ideal functionalities. Let us formulate the
G-hybrid model, where Π can make calls to instances of G.
The protocol execution happens in the same way as in the real-word model. In addition, each
copy of G is identified using a different SID, which allows Π to differentiate them. When a
message is sent to a particular copy of G, this copy is activated next. If it does not yet exist, it
will be first created. Note that the SIDs are chosen by protocol Π.
The model is interesting because it allows a modular design of secure protocols, which works as
follows. First one designs Π, which securely realizes the ideal functionality F in the G-hybrid
model. Second, one designs ρ, which securely realizes G. Finally one replaces G by ρ in the
execution of Π: each call to G is replaced by a call to a corresponding instance of ρ using the
same SID with the same input. This newly composed protocol is referred to as Πρ , which has
the same security as Π run in the G-hybrid model, as stated by the theorem given in the next
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paragraph.
On Figure 2, you can see a graphical representation of the real, hybrid and ideal world. Parties
are called A and B. Note that in the ideal world G does not exist but is simulated by S.

Z
ρ

A

(a) Real World

Z
B

Z
B

A

G

(b) Hybrid World

A

B

F

(c) Ideal World

Figure 2: Real, hybrid and ideal world
The composition theorem. In its general form, the composition theorem states that if ρ
securely realizes G in the H-hybrid model and Π securely realizes F in the G-hybrid model, then
for any adversary AH there exists an adversary AG such that no Z can distinguish a run of the
composed protocol Πρ and AH in the H-hybrid from a run of Π and AG in the G-hybrid model
in any way.
An immediate corollary of this theorem says that if ρ securely realizes G in the H-hybrid model
and Π securely realizes F in the G-hybrid model, then Πρ securely realizes F in the H-hybrid
model. A second corollary states that if ρ securely realizes G in the real-life model and Π securely
realizes F in the G-hybrid model, then Πρ securely realizes F in the real-life model.
The Generalized Universal Composability framework. Often, cryptographic protocols
are designed in such a way that they need to have access to some common global setup information and this is also the case for ours. However, the UC framework fails to guarantee composable
security if protocols share trusted setup information. To solve this problem, the Generalized
Universal Composability (GUC) framework was introduced by Canetti et al. in 2007 [CDPW07].
Informally, the new notion of security states that a protocol Π that securely realizes an ideal
functionality F in the GUC framework using some global setup does not affect the security
of any other protocols more than F does, even if protocols running concurrently with Π are
maliciously constructed and all protocols use the same global setup.
In the GUC framework, setup is modeled with the help of an additional trusted entity, called a
shared functionality, which is an ITI with the same properties as an ideal functionality except
that it may communicate with parties that are not running the protocol, such as the environment Z, or any other entity even if it runs another session of the same or another protocol. This
also means that a shared functionality exists in both the ideal and the real world.
A major difference between the UC and the GUC framework is the constraints the environment
Z is subject to when performing the distinguishing experiment. In the UC framework, Z must
be able to choose the challenge protocol inputs, observe the latter’s outputs and communicate
with the attacker, which may either be A, the real-world adversary, or S, the ideal-world adversary. Constraining the environment to these possibilities only and only allowing it to interact
with a single session of the challenge protocol is sufficient to achieve the security goal of the
composition theorem as described above, whereas the environment in the GUC framework is
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unconstrained. It means that during the distinguishing experiment, Z can interact with an arbitrary number of protocols, including multiple sessions of the challenge protocol. Some of these
protocol sessions may share state with the challenge protocol sessions. The only contraint on
Z is that it is not allowed to observe or influence the network communications of the challenge
protocol sessions, but this is the job of the adversary (which is controlled by Z). Hence, the
GUC distinguishing experiment allows a very powerful setting, but is also a lot more complex
to master, which significantly increases the difficulty of proving the security of protocols in the
GUC framework.
In order to simplify this process, the notion of Externalized UC (EUC) framework is introduced.
In practice, protocols share state information in a very restricted way, which can be modeled by
letting them access only one shared functionality. The latter is referred to as Ḡ (the bar is added
to differentiate shared from ideal functionalities) and its SID is required to begin with the special
symbol #, which is exclusively used in the SID of shared functionalities. Such a protocol that
only share state via a single shared functionality Ḡ is called a Ḡ-subroutine respecting protocol.
Considering only Ḡ-subroutine respecting protocols makes the task of proving security simpler
because this allows one to constrain the environment Z again. In addition to being subject to
the same constraints as in the basic UC model, Z is allowed to invoke a single external protocol,
namely the protocol for the shared functionality Ḡ. Such an environment is called a Ḡ-externally
constrained environment.
When a subroutine respecting protocol Π securely realizes an ideal functionality F invoking no
other shared functionalities than (possibly) Ḡ in the GUC framework, we say that protocol Π
GUC-EUC-realizes the ideal functionality F.
Throughout this work the use of Ḡ-subroutine respecting protocols is sufficient, so we limit ourselves to EUC security. However it has been shown in [CDPW07] that security in the EUC
framework is strictly equivalent to security in the GUC framework.

4.2

The Camenisch-Lysyanskaya signature scheme

Camenisch and Lysyanskaya introduced CL signatures in 2002 [CL02]. They show efficient
protocols around the scheme that are useful for the creation of a credential system. Specifically,
it is possible to prove ownership of a credential while disclosing nothing about the signature
itself. This is described in Section 4.3.
The signature scheme allows one to sign messages m = (m0 , ..., mL−1 ) such that mi ∈ ±{0, 1}lm .
It is described in Figure 3. For more details, see [CL02].
The CL signature scheme is secure against adaptive chosen messages attacks [GMR88] under
the strong RSA assumption as defined in Section 3.1.3.

4.3

Zero-Knowledge Proofs

The concept of zero-knowledge proofs aims at solving a specific problem: how does one prove
the possesion of information to somebody without transferring this information, that is, without
disclosing it? Zero-knowledge proofs have been conceived in 1989 by Goldwasser, Micali and
Rackoff [GMR89], who presented the first concrete example of such a proof: showing that a
number is quadratic nonresidue mod m, releasing no additional knowledge. It has been proven
that all languages in NP have zero-knowledge proofs [GMW91].
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Key generation:
On input ln , choose an ln -bit RSA modulus n = pq such that p and q are safe
primes.
Choose uniformly at random R0 , . . . , RL−1 , S and Z ∈ QRn .
Output
(n, R0 , . . . , RL−1 , S, Z) as the public key and p as the secret key.
Signing a message m = (m0 , ..., mL−1 ):
Choose a random prime e of length le > lm + 2 and a random number v of length lv =
ln + lm + lr , where lr is a security parameter. The signature on the message (m0 , ..., mL−1 )
is (A, e, v), where
!1/e
Z
A=
mod n.
mL−1 v
R0m0 · · · RL−1
S
Verifying a signature (A, e, v):
mL−1 v
Check that Z ≡ Ae R0m0 · · · RL−1
S (mod n), mi ∈ ±{0, 1}lm and 2le > e > 2le −1 .
Figure 3: The Camenisch-Lysyanskaya signature scheme.
More formally, a zero-knowledge proof is a two-party protocol, involving a prover P and a
verifier V. They received a statement x and a relation R as common input. In addition, prover
P receives the witness w as extra input. The task of prover P is to convince verifier V that he
owns a witness w such that (x, w) ∈ R. If so, V should accept. If P doesn’t have a w such that
(x, w) ∈ R, V should reject. Moreover the protocol should be zero-knowledge in the sense that
it should leak no information about the witness w except that there (possibly) exists a w such
that (x, w) ∈ R.
An interactive proof protocol is said to be a zero-knowledge proof of knowledge if it has the
following three properties:
Completeness Given (x, w) ∈ R, the protocol is complete if it succeeds with overwhelming
probability (i.e., the honest verifier V verifies the proof successfully), when it is run by an
honest prover P. The definition of overwhelming depends on the concept of the application,
but generally implies that the probability of failure is not of practical significance.
Soundness Given (x, w) ∈
/ R, the protocol is sound if there exists an expected polynomial-time
algorithm M with the following property: if a dishonest prover (impersonating P) can with
non-negligible probability successfully execute the protocol with an honest verifier V, then
M can be used to extract from this prover knowledge (essentially equivalent to P’s secret)
which with overwhelming probability allows successful subsequent protocol executions.
Zero-knowledge Given (x, w) ∈ R, the protocol is zero-knowledge if it is simulatable in the
following sense: there exists an expected polynomial-time algorithm (simulator ) which can
produce, upon input of the assertion(s) to be proven but without interacting with the real
prover P, transcripts indistinguishable from those resulting from interaction with the real
prover P.
Nowadays, zero-knowledge proofs can also be used to efficiently prove a variety of different
relations between secret and public values:
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• AND-proofs
• OR-proofs
• proofs of equality of discrete logarithms
• proofs that a value lies in a given interval
We review the Camenisch-Stadler notation, which serves the purpose of expressing such proofs.
The Camenisch-Stadler notation. Introduced in [CS97], the Camenisch-Stadler notation
permits to show the goal of a zero-knowledge proof in a very succinct way, while hiding the
details of the proof. The following equation shows an example of this notation.
P K{(α, β, γ) : y = g α hβ ∧ ỹ = g̃ α h̃γ ∧ (v < α < u)}
It denotes a zero-knowledge proof of knowledge of integers α, β and γ such that y = g α hβ
and ỹ = g̃ α h̃γ holds, with (v < α < u), where y, g, h, ỹ, g̃ and h̃ are elements of some groups
G = hgi = hhi and G̃ = hg̃i = hh̃i. The values in parenthesis are the secret quantities of
knowledge and the relation to be proven is stated after the colon. By convention, the secret
values, i.e., what is being proven, are represented by greek letters, and normal letters are public
parameters used in relation with these secrets.
An example of an OR-proof is shown in the following equation.
P K{(σ1 , σ2 ) : h1 = g σ1 ∨ h2 = g σ2 }
The four types of proofs cited above are called zero-knowledge proofs of representation.
Another type of zero-knowledge proof will be referred to in this document: proofs of possession
of a signature, namely a CL signature [CL02, Cam06]. The aim of such proofs is to convince a
verifier V that one possesses a signature on some messages. In our case, we consider that V is not
privy to these messages. We want to build a zero-knowledge proof showing that the signature
mL−1 v
(A, e, v) is valid, i.e. that Z ≡ Ae R0m0 · · · RL−1
S (mod n), mi ∈ ±{0, 1}lm and 2le > e > 2le −1 .
If A was a public value, then we could build a zero-knowledge proof of possession of a CL signature by combining zero-knowledge proofs of representation as seen above. However, making
A public would leak information about the signature, which is exactly what we want to prevent
using the zero-knowledge proof technique. A solution to this is to randomize A in such a way
that nothing is leaked about the signature. This is done as follows: given a signature (A, e, v),
the tuple (A0 : AS −r mod n, e, v 0 := v + er) is also a valid signature on the same messages. This
leads to the following protocol, as described in [Cam06],
1. P chooses r ∈R {0, 1}ln +lø , computes A0 := AS r , and sends A0 to V.
2. P executes the following protocol
Y µ
le −1
P K{(ε, ν̃, ρ0 , µi ) : ZA0−2
≡ ±A0ε S ν̃
Ri i (mod n) ∧
i

µi ∈ {0, 1}lm +lø +lc +2 ∧ ε ∈ ±{0, 1}le0 +lø +lc +1 }
with V as verifier.
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where lø is sufficiently large to ensure the zero-knowledge property (e.g., lø = 80), lc is the sizes
0
0 should be at most l − l − l − 2 and the
of the challenges sent by V, mi ∈ {0, 1}lm where lm
m
ø
c
other values are defined as in Section 4.2.

5

Service Interface

In this section, the service interface of the ideal functionality FSHC and the real-world protocol
(referred to as ΠSHC ) are described; each query is presented along with an intuitive explanation
of what it means. For the formal description of FSHC , see Section 6.1, and for the one of ΠSHC , see
Section 9.3. Their properties and the adversarial model adopted in this work are also analyzed.

5.1

Interface

Secret handshake with credentials is a two-party protocol. We refer to these parties as Pi and
Pj . The ideal-world adversary is referred to as S. All parties are ITIs and own a tuple (pid, sid),
where the variables pid and sid contain the PID and SID, respectively, as described in Section
4.1. (xi , wi ) and (xj , wj ) refer to the statements and witnesses of Pi and Pj , respectively. Note
that wi and wj represent either a witness or the special character ⊥, meaning that no witness
is provided to the ideal functionality or the real-world protocol. In the ideal world, because the
parties are dummy, all incoming queries are sent to FSHC and all outgoing queries are sent from
FSHC . The presented view is the view of the environment Z. See the next subsection for queries
specific to FSHC .
The interface of FSHC and ΠSHC is as follows.
5.1.1

Incoming Queries

• Query (NewSession, Pi , Pj , xi , wi , sid) from party Pi :
Party Pi sends this query to notify Pj that it wants to start a new secret handshake session
with it, using the statement xi and witness wi . The Session Identifier is set to sid.
5.1.2

Outgoing Queries

• Private delayed query (Rejected, sid) to party Pi :
This query is privately sent to Pi and notifies it that its secret handshake session with
Session Identifier sid has been rejected.
• Private delayed query (Accepted, Pi , xj , Ki , sid) to party Pi :
This query is privately sent to Pi and notifies it that its secret handshake session with
Session Identifier sid has been accepted and that its shared key is Ki , and confirms that
the other party’s witness is xj .
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Queries Specific to the Ideal Functionality FSHC
Incoming Queries

• Query (ValidateSession, Pi , force reject, K, sid) from S:
The ideal-world adversary S sends this query to notify FSHC that it is allowed to validate
Pi ’s secret handshake session with Session Identifier sid. It means that FSHC will output
either an (Accepted, ...) or a (Rejected, ...) query to Pi as described above. If Pi or Pj is
corrupt, FSHC chooses K to be Pi ’s shared key, which is input by S, otherwise it chooses
a random key. The additional force reject parameter is only taken into account if Pj is
dishonest. In this case, if it is set to 1, the output is forced to (Rejected, ...). Otherwise,
the behavior of FSHC is not influenced by this parameter. This is a way to model that fact
that if Pj is corrupt and hence controlled by the adversary, it should be able to make Pi
output (Rejected, ...) by acting in a non conforming way in the real world.
5.2.2

Outgoing Queries

• Public delayed query (SessionStart, Pi , xi , sid) to party Pj :
This query is sent to Pj as a consequence of a (NewSession, ...) query from Pi . It will
notify Pj that Pi has started a new secret handshake session with it with Session Identifier
sid.

5.3

Properties

The desired properties of our protocol and ideal functionality are those of the original secret
handshake protocols [BDS+ 03, CJT04], which we modify to fit our new problem definition. We
do it in a similar way as it is done in [ABK07], where they use the fuzzy-matching: as they do
not have groups either, they also need to reformulate security properties. They are informally
stated as follows.
Completeness. If two honest parties A and B with valid statement and witness tuples (xA , wA )
and (xB , wB ) respectively perform a handshake, then they both output (Accepted, ...), i.e.
(Accepted, A, xB , KA , sid) and (Accepted, B, xA , KB , sid), respectively, provided that S sends
the corresponding (ValidateSession, ...) queries, or that the real-world adversary doesn’t drop
messages.
Impersonator resistance. Adversary Adv should not be able to impersonate a party B, that
owns a valid witness wB for the statement xB , by engaging itself in a successful handshake with
an honest party A, owning a valid witness wA for the statement xA , while it does not hold a
valid witness for the statement xB .
More formally, adversary Adv has the right to interact with some parties of its choice and obtain
their secrets, before selecting a target user B, who owns a valid witness wB for the statement
xB . Next, Adv selects an honest user A and performs a policy negotiation step with her. They
agree on statements xB resp. xA , for neither of which Adv owns a valid witness. Finally, Adv
attempts to convince the honest party A that it holds a valid witness for statement xB by trying
to construct the correct queries to give as input to the ideal functionality. If Adv succeeds, we
say that the impersonator resistance property is violated.
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Detector resistance. Adversary Adv should not be able to learn whether an honest party A
owns a witness wA for her statement xA by engaging itself in a handshake with A, while it does
not have a witness for the statements chosen during the policy negotiation step.
More formally, Adv has the right to interact with some parties of its choice and obtain their
secrets before selecting an honest user A. Next, they perform a policy negotiation step and
agree on statements xS resp. xA , for neither of which Adv owns a valid witness. A random
bit b ← {0, 1} is flipped: if b = 1, Adv interacts with A, otherwise it interacts with a random
simulation. Here, a random simulation means that the ideal functionality generates random
responses instead of the meaningful messages it would have output if it were interacting with A.
Finally, Adv outputs a guess b* for b. We say that the detector resistance property is violated
if b*=b.
Indistinguishability to eavesdroppers. An adversary who is observing (only) an ongoing
handshake between two honest parties A and B cannot guess the outcome of the protocol.
As we prove in Section 10 that our secret handshake with credentials protocol securely realizes our ideal functionality FSHC for the same goal, it is sufficient to demonstrate that these
properties hold for the latter. This is shown in Section 6.1.

5.4

Adversarial Model

ITMs, including adversaries, are modeled as probabilistic polynomial time (PPT) ITMs. An
ITM is PPT if its total running time, in all its activations, is polynomial in the length of its
input (i.e., in the number of bits written on its input tape). However, in the UC framework,
an ITI can write to arbitrary tapes of other instances and new instances can be generated
throughout the execution, so this definition need to be extended in order to guarantee an overall
bound on a system of ITMs. This is done by requiring that the number of bits that a PPT ITM
M writes onto the input tapes of other ITMs, plus the number of different ITM instances that
M writes to, is less than the number of bits written on M ’s input tape. For more details, see
Section 3.3 of the full version of [Can01].
Moreover, we adopt the static (non-adaptive) corruption model as described in the full version
of [Can01]. It is defined as follows. The set of corrupt parties is fixed before the computation
start, i.e., before executing the ideal-world or real-world protocol. This set remains the same
until the end of the execution, when the parties have submitted their output to Z.
This can be modeled in the UC framework by discarding any corruption message received in any
activation of a party other than the first activation. As one can see, FSHC does not have a corrupt
query. This is meant for succinctness of the ideal functionality. If the ideal-world adversary S
wants to corrupt a party, it receives its complete internal state including its witness, if any.

6
6.1

Ideal Functionality of a Secret Handshake with Credentials
Description of FSHC

The ideal functionality FSHC is a modified version of the one for key exchange in [CHK+ 05]. Its
aim is to model the real-world secret handshake with credentials protocol ΠSHC in an ideal way.
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Let K be the set of possible keys. FSHC interacts with an adversary S and a set of (dummy)
parties (Pi and Pj ) via the following queries:
Upon receipt of a query (NewSession, Pi , Pj , xi , wi , sid) from party Pi :
Send public delayed (SessionStart, Pi , xi , sid) to Pj . In addition, if this is the first
(NewSession, ...) query for this sid, or if this is the second (NewSession, ...) query for
this sid and there is a matching record (Pj , Pi , xj , wj , sid), then record (Pi , Pj , xi ,
wi , sid).
Upon receipt of a query (ValidateSession, Pi , force reject, K, sid) from S:
If there is a record (Pi , Pj , xi , wi , sid), and this is the first (ValidateSession, ...) query
for Pi with this sid, then execute one of the following steps:
• If Pj is corrupt and force reject=1, then send private delayed (Rejected, sid) to Pi .
• If there is also a record (Pj , Pi , xj , wj , sid) such that both parties provided a valid
witness, execute one of the following steps:
– If Pi or Pj is corrupt, set Ki ← K.
– Otherwise, if a key Kj has already been sent to Pj , set Ki ← Kj , otherwise
choose Ki ∈R K.
Then record Ki and send private delayed (Accepted, Pi , xj , Ki , sid) to Pi .
• Otherwise send private delayed (Rejected, sid) to Pi .
In any other case, ignore the query.
Figure 4: The ideal secret handshake with credentials functionality FSHC .

6.2

Motivations for FSHC

In this section, we highlight some aspects of the formulation of our ideal functionality FSHC in
order to motivate the definitional choices that we made.
Unfairness. As described in the Introduction, secret handshake protocols don’t provide fairness.
For example if party B receives a valid response from A that lets him figure out if A had a valid
credential, but never sends anything to A, the latter will not get to know if B had a witness for
his statement or not. The design of the ideal functionality FSHC reflects that imperfection by
allowing the adversary to choose if and when each party gets the confirmation that they hit a
match. This is done by letting the adversary send the (ValidateSession, ...) queries.
Imperfections. When designing an ideal functionality, it is important that the ideal-world adversary has the same power as the real-world adversary, because only the attacks possible in
the ideal world are possible in the real world. This is why the imperfections of the real-world
protocol ΠSHC also have to be present in the ideal functionality FSHC .
In the real world, when two parties are running ΠSHC together, the real-world adversary sees
messages between these parties. Hence it can deduce that these parties are executing the protocol. Thus, we introduce the query (SessionStart, ...) sent from FSHC to parties on which the
ideal-world adversary can also spy on.
Another imperfection has to be modeled. A party B that has provided a valid credential can
still cheat during the second part of ΠSHC using the fact that the protocol is unfair and not send
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a valid response to A, preventing the latter to know if B had a valid credential. Hence, A will
reject while B can still accept, assuming that he had already received a valid response from A.
Hence we introduce the binary parameter force reject to the (ValidateSession, ...) query in FSHC
to model this behavior; the adversary can make the honest party A reject at any moment if the
other party B is dishonest. It implies that in both FSHC and ΠSHC , A cannot tell the difference
between a cheating B or a honest B without a valid credential.
No key is output when the outcome is (Rejected, ...). Even if parties always compute a
key during the execution of ΠSHC , we do not claim any security on that key if the outcome of
the protocol is (Rejected, ...). Hence, in the ideal world, we do not even output such a key.
Completeness. If both parties are honest and own a valid witness, they both output (Accepted, ...), i.e. (Accepted, Pi , xj , Ki , sid) and (Accepted, Pj , xi , Kj , sid), respectively, provided
that S sends the corresponding (ValidateSession, ...) queries, or that the real-world adversary
doesn’t drop messages.
Impersonator Resistance. A party providing no valid witness will not be able to make a
honest party accept by using the interface of the ideal functionality, since the latter will send a
(Reject, ...) query to both parties in this case. Thus, the only way for a party to make the ideal
functionality output accept is to provide a valid witness. However, in order to do this, the party
will have to forge this witness. This is not possible because it implies that it would be able to
guess a secret that it does not have. In the case where credentials are implemented using CL
signatures, typically, one cannot forge such signatures.
Detector Resistance. The argument is almost the same as the one for the impersonator
resistance. A party providing the ideal functionality with no valid witness will always receive
the output (Reject, ...) and therefore cannot make a guess about the input of the other party.
In order to provide a valid witness, one should forge it which is impossible, as explained above.
Indistinguishability to eavesdroppers. In the case where two honest parties are talking to
the ideal functionality FSHC , the ideal-world adversary (who is observing only) cannot guess the
outcome of the ideal secret handshake since the ideal functionality does not leak any information.
Moreover, the queries (Accepted, ...) and (Rejected, ...) are sent privately to the concerned honest
parties. Claim 1 of Section 10 shows that the adversary does not get information from looking
at exchanged messages during an execution of the real-world protocol, unless it breaks the DDH
assumption.

7

Shared Setup Functionality ḠSETUP using the GUC Framework

In this section we introduce the shared functionality ḠSETUP . As specified in Section 4.1, it can
be accessed by any party as a part of any process. Only during the first activation does ḠSETUP
set the global setup data and record it internally. In all activations, it returns this data to the
activating party. The latter can use this information in the ideal or the real process. ḠSETUP is
described in Figure 5.
We claim that the parameters (G, g, T ) set by ḠSETUP are accessible by any party (including ideal
functionalities) at any time. Hence accesses to ḠSETUP are implicit throughout the remainder of
this work.
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Upon receipt of a query (Setup, #shsid) from any party:
If this is the first activation, set and record the following parameters:
• G, a group in which the DDH problem is hard, with order q, where q is a large prime
• g ∈ G, g 6= 1
• T ∈R G, where logg (T ) is an unknown quantity
In any case output (Set, (G, g, T ), #shsid) to the activating party.
Figure 5: The shared setup functionality ḠSETUP .

8

Zero-Knowledge Functionality for a Relation

S is a static version of the standard ideal functionality for zero-knowledge proofs for a binary
FZK
relation S, as defined in the full version of [Can01]. It runs with a prover P , a verifier V and an
adversary S, and proceeds as described in Figure 6.

Upon receipt of a query (Prove, P , V , x, w, sid) from prover P :
If (x, w) ∈ S, send public delayed (Verified, P , V , x, sid) to V . Otherwise do nothing.
From now on, ignore future (Prove, ...) queries.
S .
Figure 6: The ideal zero-knowledge functionality FZK

b instead of S, which consists of the
In our case, we need to parametrize it with the relation R
following:
b := {((x, Y ), (w, y)) ∈ L × G × W
c × Zq | ((x, w) ∈ R ∧ g y = Y ) ∨ (w = ⊥ ∧ g y = T /Y )}
R
where
c = W ∪ {⊥}, the special character ⊥ meaning that no witness is provided
• W
c⊆R
• (x, w) ∈ L × W
• L and W are the set of statements resp. witnesses
• (x, w) ∈ R if and only if w is a valid witness for statement x
This relation is motivated in Section 9, as a part of our protocol. Moreover, to be consistent with
the behavior of FSHC , we introduce a new message (False, ...) which is sent to V in the situation
where (x, w) ∈
/ R. The difference is that we explicitly reject instead of abort, which is normally
b
R
the case for zero-knowledge protocols [Can01]. We will call the resulting ideal functionality FZK
.
Like other ITMs, it has access to ḠSETUP and is defined in Figure 7.
R . In order to realize F R in the GUC framework, one
A note on the realization of FZK
ZK
would need to extend the ḠSETUP shared functionality; one could use a modified version of the
augmented CRS Ḡacrs shared setup functionality defined in [CDPW07], which would include the
groups elements needed for our protocol, as defined in Section 7.
Moreover if one wants to use the adaptive corruption model, one has to be careful if prover
P is corrupted after having committed to some value g y , but before the challenge is sent by
b
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Upon receipt of a query (Prove, P , V , (x, Y ), (w, y), sid) from prover P :
b send public delayed (Verified, P , V , (x, Y ), sid) to V . Otherwise
If ((x, Y ), (w, y)) ∈ R,
send public delayed (False, P , V , (x, Y ), sid) to V .
From now on, ignore future (Prove, ...) queries.
R .
Figure 7: The ideal zero-knowledge functionality FZK
b

verifier V. In this case, simulator S has to produce the internal state of P, which include g y .
However, at this point in time, S doesn’t know if P has a witness or not, and thus, doesn’t
know if y = logg (Y ) or y = logg (T /Y ). To overcome this problem, one can use simulation-sound
trapdoor commitments [MY04], which allows S to open the commitment in both ways using
some trapdoor information.

9

9.1

A protocol for Secret Handshakes with Credentials with Acb
R
cess to FZK
The goal of ΠSHC

The goal of the our secret handshake with credentials protocol (referred to as ΠSHC ) is to achieve
a match and derive a shared key if and only if parties own specific credentials. Usual secret
handshake protocols limit the choice of these credentials: parties achieve a match if and only
if they own the same credential, in this case a proof of affiliation to a group, see for example
[CJT04]. Our new protocol does not have this restriction as we can use arbitrary policies. On
the other hand, disclosing these policies is something we cannot avoid because parties have to
perform a policy negotiation step before actually running the protocol. Former secret handshake
protocols can avoid this because each party starts the protocol using its group membership card
as the credential. Secret handshake protocols with multiple groups exist [YT07]; however,
matches are achieved only if parties are part of the exact same groups, which requires running
the protocol with a sorted list of all existing groups and do one-to-one matches. Efficient
authentication in an arbitrary condition is an open problem [KTK+ 08], which our protocol does
not solve yet. In effect, forcing the credentials of the initiator to be related in some ways to
those of the recipient would oblige them to disclose their group identities if we try to use our
protocol to achieve a secret handshake in the original fashion. Hence, policies in ΠSHC have to
be unrelated to each other.

9.2

The idea behind ΠSHC

The key idea of the protocol is as follows. Party A holds a credential U and value1A , or value2A .
Party B holds a credential V and value1B , or value2B . A key is derived from a function of
value1A and value1B . Algebraic properties ensure that A and B cannot know both values, i.e.,
A cannot know value1A and value2A , and B cannot know value1B and value2B . This makes
sure that the shared common session key is possessed by a party if and only if this party owns
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a valid credential.
In the remainder of this paragraph, we describe this idea more formally. Through ḠSETUP , parties
have access to g, an element of some group G, and to T , a random element of G, where t =
logg (T ) is kept secret. Party A can compute a random split of T , such that T = Y · Y ∗ . A can
choose if she wants to know either y = logg (Y ) or y ∗ = logg (Y ∗ ), but cannot know both, as
otherwise A would know t and thus break the discrete log assumption. Using the CamenischStadler notation as introduced in Section 4.3, we can express the proof of knowledge that A will
then perform, where R is true if wA is a valid witness for the statement xA :
∗

P K{(γ, ωA , γ ∗ ) : ((xA , ωA ) ∈ R ∧ Y = g γ ) ∨ (Y ∗ = g γ )}
The protocol is symmetric, so party B will do the same with the values Z, Z ∗ , z, z ∗ , xB and
wB as statement and witness. In the end, A and B derive their key by computing Z y and Y z ,
respectively, both equal to g yz , which of course is only possible if they both own a valid witness
for their respective statement.

9.3

Description of ΠSHC

The protocol ΠSHC involves two parties A and B, which are activated with inputs (NewSession, A, B, xA , wA , sid) and (NewSession, B, A, xB , wB , sid), respectively. Moreover, let K be
b
R
. It proceeds in two phases. First
the set of possible keys. ΠSHC has access to ḠSETUP and FZK
parties establish a key and, second, they proceed to a key confirmation phase. The protocol is
as shown on Figure 8.
If the MAC is not received by a party after some timeout, we assume that this party will reject.
In the ideal-world, this is modeled by the fact that the adversary S sends the (ValidateSession, ...)
query with the parameter force reject=1 to the ideal functionality.

10

Proving the Security of ΠSHC

Before showing how to construct a simulator, we would like to illustrate the situation with
the two diagrams of Figure 9. On the left hand-side, the real-world adversary is implicitly
represented, as it controlls B ∗ .
Theorem 1. The secret handshake with credentials protocol ΠSHC GUC-EUC-securely realizes
b
R
the ideal functionality FSHC in the FZK
-hybrid model with static corruptions, as defined in
Section 4.1.
In order to prove this, we have to build a simulator S which will play the role of the ideal-world
adversary, and prove that for all inputs provided by Z the simulation is successful. Let A be
b
R
the real-world adversary that interacts with ΠSHC in the FZK
-hybrid model. We construct S
such that the view of any environment Z of an interaction with A and ΠSHC is computationally
indistinguishable from its view of an interaction with S and FSHC .
b
R
S has access to a copy of A and simulates FZK
. All messages from Z addressed to S are directly
forwarded to A and all outputs of A are given back to Z.
As ΠSHC is symmetric, it is sufficient to simulate one of the two parties involved in the protocol.
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If wA = ⊥, then Y ←
else Y ← g y .
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B:(NewSession, B, A, xB , wB , sid)

b

B chooses z ∈R Zq .
If wB = ⊥, then Z ← gTz ,
else Z ← g z .

T
gy ,

(Prove, A, B, (xA , Y ), (wA , y), sid)
-

(Prove, B, A, (xB , Z), (wB , z), sid)


(Ans, B, A, (xB , Z), sid) (Ans, A, B, (xA , Y ), sid)

where Ans is a variable which may be either Verified or False for each answer.
If wA = ⊥ or Ans = False,
then A sets KA ∈R K.
Else if Ans = Verified,
KA ← KDF(Z y ).
authA ← MACKA (sid, A)

If wB = ⊥ or Ans = False,
then B sets KB ∈R K.
Else if Ans = Verified,
KB ← KDF(Y z ).
authB ← MACKB (sid, B)



authA
authB

-

If authB = MACKA (sid, B),
A outputs (Accepted, A, xB , KA , sid).
Else she outputs (Rejected, sid).

If authA = MACKB (sid, A),
B outputs (Accepted, B, xA , KB , sid).
Else he outputs (Rejected, sid).

R -hybrid
Figure 8: The secret handshake with credentials protocol ΠSHC realizing FSHC in the FZK
model.
b

Hence, throughout this proof, S plays the role of a corrupt party, which we call B ∗ , and interacts
with honest player A. During the simulation, S will exchange messages with its internal copy of
∗
A in the name of A. We rename A to AB as it will play the role of B ∗ during the simulation.
The simulator has to react to four different situations depending on whether A and B ∗ have a
witness for their respective statement or not. The core problem of the proof is that S does not
∗
know the state of A; if S discovers that B ∗ has no witness, AB ’s output for ΠSHC will be reject
and there is no way for S to figure out whether A had a witness. Hence, we have to prove that
even in this case, S is able to achieve a simulation that is computationally indistinguishable
from an execution of the real-world protocol ΠSHC .
Proof (Description of the simulator). At the beginning of the game, Z activates A and
∗
AB with (NewSession, A, B ∗ , xA , wA , sid) and (NewSession, B ∗ , A, xB ∗ , wB ∗ , sid) respectively. A forwards her message to FSHC , which sends (SessionStart, A, xA , sid) to B ∗ . The
∗
goal of simulator S is to get B ∗ ’s witness from AB in order to be able to send the correct
(NewSession, ...) message to also FSHC .
R is not fixed, we assume that S in the
The simulation. As the order of the two calls to FZK
∗
role of A may talk first; it is more difficult because S has no information from AB at this point.
b
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S

B*
SHC

A

B*

A
^

R
F ZK

^

R
F ZK

FSHC

(a) Real World

(b) Ideal World

Figure 9: Real and ideal world
S chooses y ∈R Zq and sets Y ← g y . Then S sends the message (Verified, A, B ∗ , (xA , Y ), sid)
∗
∗
b
b
R
R
from FZK
to AB . Eventually AB tries to query FZK
with (Prove, B ∗ , A, (xB ∗ , Z), (wB ∗ , z),
b
R
sid), but the message is received by S, which simulates FZK
.
∗

At this point S finds out whether AB has a witness; wB ∗ will contain the special character ⊥
∗
b If it is not,
if AB has no witness. In addition, S needs to check that ((xB ∗ , Z), (wB ∗ , z)) ∈ R.
S sets wB ∗ to ⊥ in order to make A reject, just as A would do in the real world. Although B ∗
∗
could still accept, this is why in the ideal world, S lets AB decides whether it accepts.
In all cases, S sends (NewSession, B ∗ , A, xB ∗ , wB ∗ , sid) to FSHC , which sends (SessionStart, B ∗ , xB ∗ , sid) to A. Then S sends (ValidateSession, B ∗ , force reject=0, K=Y z , sid)
to FSHC . Now let us differentiate these two cases:
Case 1: wB ∗ 6= ⊥. In this case, S can actually find out whether A has a witness from
FSHC ’s answer. Either it has and as both parties provided a valid witness, FSHC sends (Accepted, B ∗ , xA , KB ∗ , sid) to B ∗ , where KB ∗ = Y z because B ∗ is corrupt. Now let’s finish the
simulation. S sets KA ← KDF(Z y ). In addition it computes authA ← MACKA (sid, A) and
∗
sends it to AB .
The latter now has three choices. Either it can send a valid authB ∗ , in which case the following
happens. S sends (ValidateSession, A, force reject=0, K=Z y , sid) to FSHC , which sends (Ac∗
cepted, A, xB , KA , sid) to A, where KA = Z y because B ∗ is corrupt. Instead, if AB sends
an invalid authB ∗ or nothing at all, S sends (ValidateSession, A, force reject=1, K=Z y , sid) to
FSHC , which sends (Rejected, sid) to A. Then in all three cases, S allows A forwards its output
∗
to Z. As authA is valid, AB sends (Accepted, B ∗ , xA , KB ∗ , sid) to Z.
If A has no witness, FSHC sends (Rejected, sid) to B ∗ , which is controlled by S. At this point, S
∗
knows that A does not have a valid witness because it provided FSHC with AB ’s witness, hence
∗
S sets KA ∈R K. In addition it computes authA ← MACKA (sid, A) and sends it to AB . Again,
∗
AB can decide to send a valid, invalid or no authB ∗ at all, but this is not important because, in
this case, S is not allowed to change the output of A. In effect, according to FSHC , S can only
make A reject if B ∗ is corrupt, but, here, A already rejects because she has no witness. Hence,
S sends (ValidateSession, A, force reject=0, K=KA , sid) to FSHC , which sends (Rejected, sid)
∗
to A. Then S allows A forwards its output to Z. As authA is invalid, AB rejects by sending
(Rejected, sid) to Z.
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∗

Case 2: wB ∗ = ⊥. As AB did not provide a valid witness, FSHC sends (Rejected, sid) to
B ∗ , which is controlled by S. At this point, S doesn’t know whether A has a valid witness,
and, because B ∗ has no witness, it cannot derive KA by computing it using a value received
∗
from AB , hence S sets KA ∈R K. In addition it computes authA ← MACKA (sid, A) and
∗
∗
sends it to AB . Again, AB can decide to send a valid, invalid or no authB ∗ at all, but
this is not important because, in this case, S is not allowed to change the output of A for
the same reason as above, except that this time, it is B ∗ who has no witness. Hence, S sends
(ValidateSession, A, force reject=0, K=KA , sid) to FSHC , which sends (Rejected, sid) to A. Then
∗
S allows A forwards its output to Z. As authA is invalid, AB rejects by sending (Rejected, sid)
to Z.
In the situation where A actually has a witness but B ∗ does not, S does not strictly follow
∗
the protocol ΠSHC when talking to AB . In effect, S sets KA to a random value instead of the
∗
well-formed value it should have. Hence, we in addition want to prove that AB cannot detect
such a change.

∗

Claim 1. AB , who has no valid witness, cannot distinguish between MACKA (sid, A) and
∗
MACK ∗ (sid, A) where K ∗ =KDF(g yz ); otherwise we can use AB to construct an algorithm
to break the DDH problem defined in Section 3.1.1.
Proof (Building an adversary breaking the DDH problem). The goal is to build an adversary ADDH which can break the DDH assumption given an instance T, D, R of the DDH
∗
problem and access to the real-world adversary AB , which is able to distinguish between
MACKA (sid, A) and MACK ∗ (sid, A), but does not possess any valid witness.
∗

∗

ADDH executes ΠSHC with AB . At some point, ADDH has to feed AB with the message
∗
(Verified, A, B ∗ , (xA , Y ), sid). In return, AB outputs the message (Prove, B ∗ , A, (xB ∗ , Z),
∗
(wB ∗ = ⊥, z), sid). Later ADDH has to send authA to AB , who will either accept it and output
1 or reject it and output 0.
ADDH has to choose values for Y and K, where K is the key to generate authA . As an intuitive
assignment for Y, K we could simply use D, R and assume that T is equal to Z, which is provided
∗
by AB . But this does not work because Z may not be random as it is chosen by the adversary
∗
AB . Hence we want to make use of another random element of Zq , namely, t, as defined in
Section 9.2. Let us do the following assignment: Y ← D, Z ← gTz , K ← YRz , where logg (T ) = t.
∗
Thus, AB outputs 1 if and only if K = g y(z−t) , which also means that td = r mod q. It implies
∗
that AB outputs 0 in all other cases, where the key K is set to a random value because logg (R)
is random.

Proof (Successful simulation). To prove that the simulation is successful, we have to prove
that Z cannot distinguish whether it is interacting with the real or the ideal world, or, in our
b
R
case, with the FZK
-hybrid model or the ideal world. If the simulation fails, by Claim 1, we can
build an adversary breaking the DDH problem.
To do this, we describe the series of games shown on Figure 10, in which we start with the
b
R
FZK
-hybrid model and transform it into the ideal world. On each figure, the entities A, B ∗ or S
get their input from the environment Z and forward their output to Z as well. This is indicated
by the vertical arrows.
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B*

R -hybrid
In the first game, we start with the FZK
model. A and B ∗ get their inputs from Z, comb
R
,
municate with each other using ΠSHC and FZK
and send their output to Z.

B*

In the second game, all we do is introduce the
b
R
simulator S, which runs A’s and FZK
’s code
without change. It forwards the inputs it gets
from Z to the corresponding parties, which generate outputs that it forwards to Z.

B*

In the third game, we change the code of A,
hence renamed Ã, so that she now chooses her
key KA at random, independently of whether
her or B ∗ ’s witness is valid. The latter means Ã
no longer follow ΠSHC . However, by claim 1, B ∗
cannot detect this change unless he can break
the DDH assumption.

B*

In the fourth game, we introduce FSHC , which
b
R
with the same functionality.
replaces Ã and FZK

b

A

SHC

^

R
F ZK

Game G0

A

S
^

R
F ZK

Game G1

~
A

S
^

R
F ZK

Game G2

S
FSHC
Game G3

A

FSHC

S

In this step, the simulator S does not look at
A’s witness any more; A as a dummy party is
introduced. S leaves to FSHC the task of generating the outputs accordingly. Hence, finally,
we have built our simulator S, and end up with
the ideal world.

B*

Game G4
R -hybrid model to ideal world
Figure 10: From FZK
b
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Using CL Signatures instead of (x, w) Pairs

In order to make our scheme more practical, we can use CL signatures [CL02] instead of (x, w)
pairs. In Section 4.2, the signature scheme was briefly outlined. This can be done as follows.
Signatures are generated by accredited authorities. Prior to the execution of the protocol, a
policy agreement step as described in the Introduction is performed between the two parties in
A
order to negotiate policies. The outputs of this step are two sets of values labeled (cA
0 , . . . , cL−1 )
B
B
and (c0 , . . . , cL−1 ), which correspond to the policy accepted for each party. Later parties will
have to prove that their credentials satisfy these policies. Possible proofs are described in Section
4.3.
In this variant, statements consist of public values of a CL signature and a policy, and witnesses
consist of the corresponding CL signature on a message and the message itself. The following
changes are made to the scheme:
R , the statements labeled
• In protocol ΠSHC and in the ideal functionalities FSHC and FZK
x or similar are replaced by tuples labeled xCL := (S, R0 , . . . , RL−1 , n, Z, c0 , . . . , cL−1 ) or
similar.
b

R , the witnesses labeled w
• In protocol ΠSHC and in the ideal functionalities FSHC and FZK
or similar are replaced by tuples labeled wCL := (A, e, v, m0 , . . . , mL−1 ) or similar.
b

R and F
• In FZK
SHC , the check that (x, w) pairs are valid, also known as relation R, is replaced
by a check that the given tuple (xCL , wCL ) is a valid CL signature (this is described in
section 4.2) and that the mi fulfill the policy given by the ci , using the appropriate zeroknowledge proofs of representation.
b

The reason for choosing the CL signature scheme is the following. As the UC design of a
complex protocol is modular, it is possible to realize each ideal functionality by a separate
b
R
by a
protocol as explained in section 4.1. Further work could include the realization of FZK
UC-zero-knowledge protocol in which a party would prove possesion of a credential to another
one. It is known how to do this in an efficient way when using CL signatures as credentials as
explained in section 4.3.

12

Conclusion

We have introduced a more general protocol for secret handshakes which allows matching on
credentials, and demonstrated that it is secure in the GUC framework using the hybrid model.
It implies that security is maintained under composition with other secure protocols in the same
model, even when running concurrently with any number of arbitrary protocols controlled by the
adversary. In order to achieve this, we have proposed the first version of an ideal functionality
for secret handshakes with credentials.
We would like to conclude on a number of points that can be implemented in future work.
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Anonymity in the UC framework. In many cases, it is essential that parties performing
a secret handshake are anonymous, otherwise their identity could leak information about the
credentials they own and, thus, about the outcome of the protocol. This is particularly true for
original secret handshake protocols, where what is being proven is group membership. In this
case who parties are, i.e, their identities, have to be kept secret because it could leak information
about the fact that they are part of some group. However, the UC framework defines a PID
(Party Identifier) that has to be included in every message sent by parties and that contains the
identity of the sending party. A possible way to add anonymity to the UC framework would be
to design an ideal functionality providing (possibly unlinkable) pseudonyms to be used in the
PID field instead of the real identity of parties.
R . Our new protocol makes access to
Realizing the zero-knowledge ideal functionality FZK
b thus running in the hybrid model.
a zero-knowledge ideal functionality for a specific relation R,
b
R
Future work could consist in designing a zero-knowledge protocol realizing FZK
.
Furthermore this protocol should be able to allow a prover to prove possession of a CL signature
to a verifier using a proof of knowledge. In order to do this, the protocol described in Section
4.3 could be used.
b

Modeling the issuer. One could design a new protocol in order to include the issuer of
credentials into the system, making it more complete. It could be done by extending the ideal
functionality or by using the existing one as a modular component, hence taking advantage of
the UC framework composition theorem.
Integrating the policy negotiation step. One could design a protocol that includes the policy
negotiation step, in such a way that no information about the statements would be shared with
the other party if no valid witness is provided for that statement. This would allow credentials
to be related to each other.
Multi-party secret handshakes secure in the UC framework. Researchers have been
working on multi-party secret handshakes [TX06, JKT06, JKT07], but there is no such work
proven secure in the UC framework yet.
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Secret Handshakes Security Games

For completeness, we include the security games of the original secret handshake scheme defined
in [BDS+ 03]. They are slightly reformulated so that the reader can understand them without
prior reading of [BDS+ 03].
Impersonator resistance. Intuitively, the impersonator resistance property is violated if an
honest party V , who is a member of group G, authenticates an adversary Adv as a group member,
even though Adv is not a member of G.
More formally the notion of impersonator resistance is modeled by the following game:
1. Adversary Adv interacts with some users of its choice and obtains secrets of some
users Ui ∈
/ G.
2. Adv selects a target user V ∈ G.
3. Adv attempts to convince the honest party V that Adv ∈ G by trying to construct
the correct responses in the secret handshake protocol.
Adversary Adv wins the game if it performs a successful handshake with V .
Figure 11: The impersonator resistance security game.
Detector resistance. Intuitively, an adversary Adv violates the detector resistance property if
it can decide whether some honest party V is a member of some group G, even though Adv is
not a member if G.
More formally the notion of detector resistance is modeled by the following game:
1. Adversary Adv interacts with some users of its choice and obtains secrets of some
users Ui ∈
/ G.
2. Adv selects a target user V ∈ G.
3. A random bit b ← {0, 1} is flipped.
4. If b = 1, Adv interacts with V , otherwise it interacts with a random simulation.
5. Adv outputs a guess b* for b.
Adversary Adv wins the game if b*=b.
Figure 12: The detector resistance security game.
Here, a random simulation means that random responses are generated instead of the meaningful
messages V would send to Adv.
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